TrustKey

How to setup
security key

In Azure
(Azure AD)

2023




Notice

* This document has been summarized base on the
Microsoft Azure site/document. (updated 2023.8.)

* The microsoft Azure site/document is subject to
change, so please refer to the Azure
site/document for details.

* For detailed inquiries, consult with Microsoft
Azure Partner/Professonal.
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Enable passwordless security key sign-in

m/en-us/azure/active-directory/authentication/howto-
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FIDO2 security key Windows 10 sign in

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-

passwordless-security-key-windows

Azure AD Multi-Factor Authentication
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-

getstarted
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https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-windows
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted
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Azure AD configuration

Registration e a
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User1 keypair ( E
TrustKey
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Hybrid Azure AD configuration

(No details included.)

Get ticket
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Azure(office365)/AAD components

Azure Service

Office365/ Azure AD

Office 365 PC

Windows 10 Home/Pro/Enterprise v.1909 or later

AAD joined PC

Windows 10 Home/Pro/Enterprise v.1909 or later
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Azure(office365) setting sequence

(Administrator)

* Legend by color

1 performed on Office365
2,3 performed by user

1. Create an account on the Office 365 portal.

2. User: Register Security Key in Office 365.

3. User: Use the Security Key in the browser to log in to the Office365 Portal/Service
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AAD Setting Seq uen CE(Administrator)

* Legend by color

1,2 performed on Azure

) 3,4 performed by user
1.  Create an account in Azure AD.

2. Set the MFA policy for your account in Azure AD.
3. User: Register Security Key in Azure AD account.

4. User: Windows Login using Security Key in Windows.

* At this time, the Windows PC must be an AAD-joined PC.
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Installation Conditions

1 Office365/ AAD
* Required on Windows 10 v.1909 or later.

Settings oz O X
0 Home Access work or school
Find a setting o) Get access to resources like email, apps, and the network. Connecting

means your work or school might control some things on this device,
such as which settings you can change. For specific info about this, ask
them.

Accounts

A= Your info Connect
+

X Email & accounts
. Connected to eWBM's Azure AD

Connected by yshong@ewbm.onmicrosoft.com

Q Sign-in options

* Required Azure license for AAD
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Administrator

Azure(office365)
Detailed description



No additional setup required

(Administrator)

* User can register security key to the office365
account and can use it for authentication.
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Administrator

AAD
Detailed description



Azure portal

Sign in to the Azure portal (https://portal.azure.com)
Browse to Security > Authentication Methods > Policies

eoe M- < L)

BN

Welcome to Azure!

Start with an Azure free trial

Wi,

hccess student benefits

Manage Azure Aghive Directory

plus 12 months of popular free services.

Azure services

Resources
Recent  Favorite

Name

- = -
@ = <
Hoos Stoage  SQLdstabases  Azure Cos
nnnnnnn
Type LstViewed

Prima

#5 App registrations

ké 4

L 4

L4

|
&

m
il

JIdentity Governance

Licens

Application proxy Workl

Alerts
Licenses

) Cross-tenant synchronization (

Azure AD Connect

! Custom domain names

) Mobility (MDM and MAM)

Password reset
Company branding ‘
User settings

Properties

Security I

Monitoring

D

=~

Sign-in logs Myl

PYSN

-

Protect

& Conditional Access

Be

Identity Protection
© Security Center
&

Verified ID

Manage

.. Identity Secure Score

4> Named locations

I,’ Authentication methods I

@ Multifactor authentication
o/ Certificate authorities
Report

Risky users

Be

w4 Risky workload identities
3) Risky sign-ins
Troubleshooting + Support

2 New support request

0
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* Azur
* Azur

* |den
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https://portal.azure.com/

Azure portal

Turn on Enable in the FIDO2 security key settings menu.

eoe M v < 0 & portal.azure.com G ¢, (ﬁ + @

= Microsoft Azure P Search resources, services, and docs (G+/) —
eoe [+ < 0 & portal.azure.com G ¢ @ + |

| ... > Security | Authentication methods > Authentication methods | Policies >

Home > TrustKey | Security > Security | Authentication methods > < 0 & portal.azure.com G 0, fb + @

F‘, AUthentlcatlon methOdS I POIICIeS FIDO2 security keys are a phishing-resistant, standards-based past N y
“ TrustKey - Azure AD Security vendors. Learn more. Microsoft Azure P Search resources, services, and docs (G+/)

FIDO2 keys are not usable in the Self-Service Password Reset flow.
| ‘P Search | < 27 Got feedback? ..« > Security | Authentication methods > Authentication methods | Policies >

. Manage Use this policy to configure the authentication methods your users may regi¢ Enable and Target _ Configure FIDO2 Secu”ty key Settlngs X
and use. If a user is in scope for a method, they may use it to authenticate an
| > Policies for password reset (some methods aren't supported for some scenarios). Lea
| Password protection mere Include  Exclude FIDO2 security keys are a phishing-resistant, based p. authentication method available from a variety of
vendors. Learn more.
[4 Registration campaign Manage migration On September 30th, 2024, the legacy - FIDO2 keys are not usable in the Self-Service Password Reset flow.
o henticati h multifactor authentication and self-service Target (!> All users O Select groups
Authentication strengths password reset policies will be deprecateq‘ Name Typa Enable and Target Configure
¥ Settings and you'll manage all authenticat; P —_—
methods here in the authenticati¢
policy. Use this control to manag / All users Group GENERAL
Monitoring migration from the legacy policies to the ’
. unified policy. Learn more Allow self-service set up
@il Activity
- Manage migration Enforce attestation
& User registration details A
i KEY RESTRICTION POLICY
Registration and reset events Method Target Enabled

Enforce key restrictions

<% Bulk operation results

FIDO2 security key All users Yes

M M

Restrict specific keys

SMs No
No AAGuids have been added.
Temporary Access Pass No
Third-party software ... No
Voice call No
Email OTP Yes

" | e More detailed configuration menu

e 5

save || Discard
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User

How to setup & use
the Security Key



Registration

To register the security key to your Office365 or Azure account, each

individual or organization member must register the security key as follows.

The screen below is representative of using Office.com for businesses.

Security key registration site:
https://www.office.com,
https://login.microsoftonline.com

eoe M - < 0 office.com ) h + O

B Microsoft | Microsoft 365 products v Resources v Templates  Support My account

Introducing Microsoft 365 Copilot—yor

Office is now
Microsoft 365

0
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https://www.office.com/
https://login.microsoftonline.com/

eoe M - <

0 office.com

eee M- < > 0

- | Trustiey Microsoft 365 £ Search

=

- @

B

My Con

i@

;@

&

My Account -

Welcome to Microsoft 365

Recommended

Sign out

TrustKey

&

% Welcome to the new My Account experience!

s
yshong@trustey.

My Microsoft 3

Q Overview

8 Security info

LBE sent this

P Youedited this &
ul 19 7 e ( Sign in with a different account B2 Devices
¢ TrustKey Product introduction [3¢ Attestation Manager = @ Password
E TrustKey E53 Organizations
TrustKey Settin
—— gs & Privacy
Products
Introduction
S My sign-ins
= Office apps
. £ Subscriptions
Quick access
(© Recently opened 82 Shared 3 Favorites T Upload = 88 &7 Give feedback

muw  TrustKey_Attestation_Manager

muw  TrustKey_Attestation_Manager

31m ago 2 ZAE sent this

Wed at 4:00 PM eedback = @ Need help?

View account

myaccount.microsoft.com

oA
o

Ofo

ofA}

= yshong@trustkeykr

\/ Why can't | edit?

Security Info

Security info

5

Keep your verification methods and security
info up to date.

UPDATE INFO

Devices

=

Disable a lost device and review your
connected devices.

MANAGE DEVACES

0
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Registration

Add a method

Which method would you like to add?

| Security key

Authenticator app

Email
I Security key /

Office phone

Add sign-in method
Choose Security key

Security key

Choose the type of segurity key that you have.
£l USB device
R NFC device

Click USB device
1. The security key must be inserted or inserted.
2. Touch the security key when it blinks.

Security key X

Name your security key. This will help distinguish it from other keys.

I Fnter a security key name

Cancel

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

@) TRUSTKEY

VSOLUTIONS



Registration

eoe [+ < > O & mysignins.microsoft.com - ¢ ﬂ] ar @
i My Sign-Ins v & ? (@
Q Overview Securlty |nf0

These are the methods you use to sign into your account or reset your password.
2, Security info
Default sign-in method: Microsoft Authenticator - notification Change
B3 Organizations
-+ Add sign-in method

L Devices
&,) Phone Change Delete
8 Privacy
Microsoft Authenticator
@ Push multi-factor authentication (MFA) SM-S908N Delete
ﬂ Security key B210 Delete v
ﬁ Security key G310ys Delete N
ﬁ Security key B210beta Delete A

Date registered AAGUID
8/4/2023, 1:13:36 PM

Lost device? Sign out everywhere

e
The newly registered security key appears in the list

S OL UT I ONS

@) TRUSTKEY



Office365 Log in

eoe M- < 0 officecom ® o+ ©®

BE Microsoft | Microsoft 365  products «  Resources « Templates  Support My account | Buy now Al Microsoft

Introducing Microsoft 365 Copil ilot for work.  Leam more > | | FVH
mi Microsoft

< yshong@trustkey.kr

Enter password

o

Hello, ¥A.
Welcome back.

Password

Sign in as yshong @trustkey k-

Switch to a different account

Forgot my password

= & . I Sign in with a security key I

Not 24412 Forget this account

www.office.com / cee M~ < 0 = 6+ ®
login.microsoftonline.com — . S oo

TrustKey Sign out

Welcome to Microsoft 365

Recommended @

My Cantent

Signin Cancel

@

g

Ep p Youedied his 8), 2E sentthis —~
« Jul 19 &7 e R,) Signinwitha diferent account

@ TrustKey Product introduction @¢ Attestation Manager e

n ' E) B TrustKey

Use Security Key . / & Trustiey @

Introduction

To continue with “login.microsoft.com”, insert and activate i&
your security key. )

& Quick access

@ Al (© Recently opened &8 Shared ¢ Favorites + T Upload = B

S Trustkey_Attestation_Manager 1hago 2 238 sent this

Insert the registered security key and R

touch.
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http://www.office.com/

Windows Log in (AAD only)

7|Ef AFE AL
(
294712 ERISINR.

230l g4

Once setup is complete, the security Screen to log in and get user
key is available at Windows login. settings

Sign-in options

Q6

When the security key is activated and
the security key is plugged in, the icon

visible in the Sign-in options. 0 TRUSTKEY
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Contactus: +65 96944441 | info@simplifyit.com.sg
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